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Why is Cybersecurity important for 
India?

● Ever growing population -  Internet Users
- ~ 60% of the population
- 2nd largest - Online
- 1 bn - 2025

● Rapidly expanding Digital Economy
- Varied Sectors
- Government’s target

● Dominance of Service sector
- Software Exports, BPOs, KPOs
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What are India’s Cybersecurity 
Challenges?

● Critical Infrastructure Vulnerability
- Disrupt Essential Services & 

Endanger National Security
- Kudankulam, MSEB

● Financial Sector Threats
- Financial Losses, Identity Theft, 

Erosion of Trust
- City Union Bank’s SWIFT system

● Data Breaches and Privacy Concerns
- Resecurity - Indians’ personal 

data on the dark web
- Serious consequences - Privacy 

and Security 
- PII of ~2 lakh CAT-2020 

Candidates
● Cyber Espionage

- Affects security, foreign policy & 
economic development

- Operation SideCopy
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● Advanced Persistent Threats
- Designed -  infiltrate & remain 

hidden in the network
- RedEcho - Chinese hackers

● Supply Chain Vulnerabilities
- Compromise -  Systems and 

Services
- Cyberattack on SolarWinds

Initiatives to tackle Cybersecurity issues?

● National Cyber Security Policy
● Cyber Surakshit Bharat Initiative
● I4C
● Cyber Swachhta Kendra
● CERT-In
● NCIIPC
● DCyA

Cybercrimes: The New Invisible Threat

The 
Analyst 
Handout

27th January 2026

CONTEXT: In addition to the various challenges posed  by Cybercrimes, its global 
governance  also faces serious issues
 



What should be the Way Forward?

● Enhancing Cyber Security Capabilities
- shortage - technical staff, cyber 

forensics facilities, cyber security 
standards, coordination issues 

- Cybersecurity CoE, adopting best 
practices & standards

● Cyber Security Board
-  Zero-Trust Architecture

● Strengthening Existing Legal 
Framework

- IT Act - gaps and limitations
- enact comprehensive law - all 

aspects of cyber security
● Expanding International Cooperation

- cyber attacks - transcend 
national boundaries 

- UN, ITU, INTERPOL, etc.
- Regional & Bilateral dialogues & 

initiatives
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Fire Crisis: Who Is Responsible?
● According to ADSI Report by NCRB - 7435 

people - 2022
● Fire Service - State Subject - Municipal 

Function - 12th Schedule

Why Are Urban Areas Prone 
to Deadly Fires? 

● Urbanisation and Infrastructure Issues
- Illegal Constructions - Rules flouted, 

non-fire-resistant materials, etc. 
- Poor Urban Planning - Congested 

and narrow lanes; NBC - 2016
● Governance Challenges

- Political Interference - Populism
- Lack of Public Awareness - ignore 

fire drills; illegal factories

● Industrial and Commercial Oversights
- Faulty Machinery and Poor 

Maintenance - Overheated 
equipment; HVAC Load

- Unsafe Handling of Hazardous 
Materials

● Climate-Driven Threats
- Severe heat - Aggravated by CC
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What are the Key Fire Safety Regulations 
in India? 

● National Building Code: By the BIS - 1970, 
3rd edition in 2016. 
○ primary standard for fire safety in 

India
○ State governments - integrate - 

local bylaws. 
● Model Building Bye Laws 2016: Use of 

fire-resistant materials for construction, 
installation of fire alarms and detection 
systems, etc.

● Fire Prevention and Fire Safety Act, 2005: 
fire safety in buildings and must be upheld 
by all states

● Model Bill to Provide for the Maintenance 
of Fire and Emergency Service for the 
State, 2019

● Scheme for Expansion and Modernization 
of Fire Services in the States 2023

● Fire Safety Week: Union Health Ministry - 
‘Fire Safety Week’ from 21st to 25th April' - 
raise awareness

● NDMA Guidelines: homes, schools, and 
hospitals.

What should be the way forward?

● Infrastructure Modernization: Smart 
Infrastructure; Retractable Staircases; 
Retrofitting F.R. Materials

● Overhauling Firefighting:  Robust PPE 
kits

● Safe Industrial Practices: Phase-out - 
Hazardous Materials; Proper Storage

● Climate Resilience: Green Belts; Water 
Recycling Systems; Predictive Analysis
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What is “Mach”?

Mach number = speed of an object ÷ speed of 
sound

● Speed of sound ≈ 343 m/s (≈ 1,235 km/h 
at sea level)

● Mach changes with altitude & 
temperature

Subsonic Missiles (Below Mach 1)

● Fly slower than sound

Key Features

● Quiet flight (no sonic boom)
● Easier to detect and intercept
● High accuracy, long range

Examples

● Tomahawk (USA)
● Nirbhay (India)

Use

● Precision strikes
● Long-range conventional warfare
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Supersonic Missiles (Mach 1 – Mach 5)

● Fly faster than sound

Key Features

● Produce sonic boom
● Reduced enemy reaction time
● Harder to intercept than subsonic

Examples

● BrahMos (India–Russia) – ~Mach 2.8
● Moskit (Russia)

Use

● Anti-ship and land-attack roles

Hypersonic Missiles (Mach 5 and Above)

● Fly at 5 times the speed of sound or more

Key Features

● Extremely high speed
● Manoeuvrable
● Very difficult to detect and intercept

Types

1. Hypersonic Glide Vehicles (HGVs) – ballistic 
launch + glide

2. Hypersonic Cruise Missiles (HCMs) – 
scramjet powered

Examples

● Avangard (Russia) – HGV
● Zircon (Russia) – HCM
● HSTDV (India) – tech demonstrator

Hypersonic Glide Missiles (HGVs)

What are they?

● Launched using a ballistic missile booster
● After reaching high altitude, the glide vehicle 

detaches and glides towards the target at 
hypersonic speeds

Key Features

● Follow a non-ballistic, unpredictable glide 
path

● Can manoeuvre laterally and vertically
● Fly at lower altitudes than traditional ballistic 

missiles

Examples

● China: DF-ZF
● Russia: Avangard
● India: Hypersonic Technology Demonstrator 

Vehicle (HSTDV – glide vehicle component)

Hypersonic Cruise Missiles (HCMs)

What are they?

● Powered throughout their flight by scramjet 
engines

● Do not require a ballistic booster for full 
trajectory

Hypersonic Glide Missiles (HGVs)

What are they?

● Launched using a ballistic missile booster
● After reaching high altitude, the glide vehicle 

detaches and glides towards the target at 
hypersonic speeds

Key Features

● Follow a non-ballistic, unpredictable glide 
path

● Can manoeuvre laterally and vertically
● Fly at lower altitudes than traditional ballistic 

missiles

LR-AShM Missile
The 

Analyst 
Handout

27th January 2026

SYLLABUS : Prelims Defence  
Newspaper Indian Express   Page Number : 12



Examples

● China: DF-ZF
● Russia: Avangard
● India: Hypersonic Technology Demonstrator 

Vehicle (HSTDV – glide vehicle component)

Hypersonic Cruise Missiles (HCMs)

What are they?

● Powered throughout their flight by scramjet 
engines

● Do not require a ballistic booster for full 
trajectory
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Q1. With reference to the International 
Solar Alliance (ISA), consider the following 
statements:

1. ISA is a global intergovernmental 
organisation initiated jointly by India 
and France to promote solar energy 
deployment and address climate 
change.

2. Only the countries located between 
the Tropic of Cancer and the Tropic of 
Capricorn are eligible for full 
membership of ISA.

Which of the statements given above 
is/are correct?
a) 1 only
b) 2 only
c) Both 1 and 2
d) Neither 1 nor 2

Answer: a
 
Q2. With reference to the Antarctic Treaty 
and the Antarctic Treaty System (ATS), 
consider the following statements:
1. It applies to the area south of 60° 

South latitude and mandates the use 
of Antarctica exclusively for peaceful 
purposes.

2. Consultative status under the treaty is 
granted to all countries that 
demonstrate their commitment 
through significant research.

3. The treaty includes, among others, 
the Convention on the Conservation 
of Antarctic seals (1972).

How many of the statements given above 
is/are correct?
a) Only One
b) Only Two
c) All Three
d) None

Answer: c
 

Q3. Consider the following statements:
1. Hypersonic glide vehicles are 

launched using ballistic missiles and 
glide unpowered through the 
atmosphere at hypersonic speeds.

2. Hypersonic cruise missiles generally 
follow predictable ballistic 
trajectories similar to intercontinental 
ballistic missiles.

Which of the statements given above 
is/are correct?
a) 1 only
b) 2 only
c) Both 1 and 2
d) Neither 1 nor 2

Answer: a
 
Q4. Which of the following best defines 
Vehicle-to-Vehicle (V2V) technology?
a) A satellite-based traffic monitoring 

system used exclusively by traffic 
authorities to manage congestion.

b) A wireless communication system 
that allows vehicles to exchange 
safety-related data with nearby 
vehicles to prevent accidents.

c) An automated vehicle control 
system that eliminates the need for 
human drivers.

d) A centralised database that stores 
driver and vehicle information for law 
enforcement purposes.

Answer: b
 
Q5. The Strait of Hormuz connects which 
of the following water bodies?
a) Mediterranean Sea and Red Sea
b) Red Sea and Gulf of Aden
c) Persian Gulf and Gulf of Oman
d) Arabian Sea and Bay of Bengal

Answer: c
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