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What Pegasus spyware can do I li milit —
e 2 sraell military
B O ®m @ What is Pegasus Spywares e
SMS WhatsApp iMessage Unknown
Vulnerebility
It can be installed via ........ Malicious software designed to monitor and
v steal information from a user's device
without their knowledge or consent
NSO Group, Israel (est. 2010)
- Zero-click vulnerabilities
gresssnasnens [t can harvest tssssssessees :
a M Ea Feature Explanation
SMS Email Photos & . -
Videos Zero-Day Undiscovered vulnerability; no
Exploit known patch
0 v ©
Contacts Record WhatsApp  Calendar Rooting/ Gains administrative control over
Callls Chats = = =
Jailbreaking | device
d W 9 , . —
y . Toolkits Used | NSO tools like Hummingbird, with
Activate Activate GPS Data q .
Microphone Camera modules like Heaven, Eden, Erised
e e S used for WhatsApp exploitation

= a FINANCIAL TIMES

MOME WOSLD U5 COMPANES TECH MARKETS CUMATE COWION WOSK & CASEIRS LSEGARTS hOWTOSODNOIT

Israel ‘creating task force’ to manage
response to Pegasus project

Spyware needs more and better
oversight

Ooinion | Haarotz Editorial

Editorial | The Vile Exports of Startup
Nation

The Pegasus project / Spyware
can make your phone your
enemy. Journalism is your
defence

Telegram founder listed in leaked
Pegasus project data

ot it gt
On the list: Ten prime ministers, three presidents
and a king

The Guardian view on spyware sales: the
proliferation risks are real
Editorial

This week's revelations around NSO's Pegasus snooping
software is an argument for an immediate moratorium on trade
in the technology

Opinion: Spyware is thriving, dangerous and
unrestrained. I’s time to change that.

...... —
The spyware is sold to governments to fight
terrorism, In India, it was used to hack journalists
and others.
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CONTEXT: The Supreme Court is examining whether the Indian government
illegally used Pegasus spyware.

Real-World Usage & Controversy

r (2021)
300+ Indian phone numbers
e Union Ministers,

- Bhima Koregaon Case (2019)
Allegations that Pegasus was
used against lawyers and

Key Arguments in Court
A. Government’s Stand (SG

Opposition Leaders activists
. ch)uprnolists, Lawyers ULl Meht‘a) o
e Human Rights Activists e Terrorists/anti-nationals
e Election B WhatsApp Case (U.S. Court) e national security justifies
Commissioners, e NSO accused of infecting surveillance
Scientists 1,400 WhatsApp users, e No pubic report

Rahul, Prashant Kishor, ex-EC
Lavasa on list of spyware targets

Aradysts con

v 10 It b

‘)
¢
g

. Megal spyving
+ not possible in
Incliz: Minister

including 300 from India

Who has been targeted by Pegasus?

Arab royal family
embers

64 business
executives L]

85 human rights
activists

600+ politicians/
government officials

@

189 journalists

50,000 phone
numbers leaked

slelc]

B. Petitioners’ Stand (Sibal,
Divan, Dwivedi)

e Technical Committee
(2022) be made public
US court ruling
Article 21

L Indian Legal Framework on Surveillance

Telecom Act, 2023 (Sec

20(2))

>_

Takeover of telecom networks
during emergencies

Indian Telegraph Act & Rule
419(A)

Requires government
authorization for call interception

IT Act, 2000 (Sec 69) >—

Interception, monitoring,
decryption of computer data

DPDP Act, 2023

>_

Personal data protection — consent,
accountability, breach reporting, user rights

Law/Treaty

International Legal
Landscape

>_

Budapest Convention on Cybercrime

India is NOT a signatory

UN Group of Governmental Experts

Cyber behaviour

US Computer Fraud & Abuse Act (1986)

Used to sue NSO Group
for WhatsApp hack

zﬁﬂ
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CONTEXT: The Supreme Court is examining whether the Indian government
illegally used Pegasus spyware.

! Concerns Around Pegasus and Surveillance

Concern Explanation

Right to Privacy Surveillance vs A21 (KS Puttaswamy Judgment (2017))

Freedom of Threat of being watched = silence dissent (A19(1)(a))
Speech LTI

Lack of No pclrliamentary/j’udicialfmonitoring of executive
SEEE gt surveillance powers— |

No Legal Victims don’t know they're surveilled = Gon't
Recourse approach courts (A32/226) Al

Executive Even SC judges, journalists, election commissioners allegedly
Overreach targeted

Fearful Society  Surveillance chills free thought, stifles journalism and democracy

X Way Forward 8 ESSENTIAL DIGITAL SECURITY TIPS

1. DON'T IGNORE UPDATES 5. SECURE YOUR PHONE

. Frequently updating your Choose a complex screen
Create lndependent court Gppl‘OVGl phone or laptop system and lock like an 8-digit pin or

fOI’ surveillance requests apps keeps them secure. alphanumeric code. Make ,
sure you can recover accounts

2. USE A PASSWORD MANAGE if you lose your phone.

Disclosure of tools used and It generates passwords that
th . are hard to guess and stores 6. USE A VPN APP
eir purposes them in encrypted form. A VPN will help protect
o your online activities when
Actlon 3. DOUBLE UP accessing public WiFi networks.
. Fully operationalize DPDP Act Enable two-factor : .
POI“tS authentication when you can. 1. CHOOSE APPS CAREFULLY
s , Only download them from the
B 4. GET ORGANIZED . officialapp store.
Surveillance only when necessary, Delete accounts youio longer”

least intrusive, and legal ST e S e
! settings on sites like Google smS and email attachments

+ and*Facebook. * gould contain malware. y-.

Support End-to-End Encryption LR S o
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UPSC PYQ (P) 2017 UPSC PYQ (P) 2020

In Indiq, itis legally mandatory In India, under cyber insurance for individuals, which of

for which of the following to

’ payment for the loss of funds and other benefits?
report on cyber security

1. Cost of restoration of the computer system in case

3 L3 ’
incidentss? of malware disrupting access to one’s computer.
1. Service providers 2.  Cost of a new computer if some miscreant wilfully
2. Data centres damages it, if proved so
3. Body corporate 3. Cost of hiring a specialized consultant to minimize
. the loss in case of cyber extortion
Select the correct answer using ] ) )
4.  Cost of defence in the Court of Law if any third party
the code given below: flos ailstift
(a) Tonly Select the correct answer using the code given below:
(b) 1and 2 only (a) 1,2 and 4 only
(c) 3 only (b) 1,3 and 4 only
(d)1,2and 3 (c) 2. and 3 only

(d)1,2,3and 4

the following benefits are generally covered, in addition to

Mains Practice Question:
A government that spies on its people without rules is a threat to democracy

itself.” Discuss in context of the recent Pegasus controversy.”

(15 Marks, 250 words)
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CONTEXT: "Continuing Mandamus” can fix Waste Management woes in India.

The Scale of India’s Waste Problem
et —1 12% of global municipal waste Ol’::Y 7t°"f|
Hiing s Indesty s
e 7 _roresty AL SR - Generates 62 million treated,
feins T it e tonnes/year rest
e s, - Chemicals :o[agsatri‘l?and . -chemicals dumped!
- P gontainers \ :ra\flrtl:learwaste
;:"'F]%Sgtﬁ&rrswaste ' i ndothers 9.3 million tonnes of plastic
waste annually
Household q .
ial and . | Expected torise to 165 million
g:::lr:‘nmabgtlllies Eonstrqc_tmn V#:;m:};r tonnes by 2030
‘-; -municipa_lsolid waste M R
) e oy “seyaselue
3 -axd others "%‘EE;ES; ! \ ::;r;\(s;::'ss —
gandothers .é,—_
(}Ias.f metal
= Plastic
Cloths
7% P;—I"pcr
Why Current Systems Fail?
B. Others
A. Mismanagement Crisis Issue  Problem Consequence
¢ Dumpsites outnumber landfills 101 Faulty No Policies built on
Data  audits/methodology underestimate
o  Openly burned or dumped for waste tracking d numbers.
(CPCB relies on
¢ Rural waste unaccounted for unverified municipal
reports).
o  Urban-focus; ignores 70%
. Local Panchayats lack waste  Open burning
e  Govt claims 0.12 kg/person/day level tracking; no & groundwater
. ) infrastructure. contamination.
plastic waste, but studies show 0.54
EPR Brands don't recycle Plastic chokes
kg[gerson[dax = : s
Gaps enough; informal rivers, landfills,
sector handles 90% of ~ Himalayas.
waste.




The
Analyst Judicial remedy for waste

HO“dout ma nagement VajiRAM & RAV/
30th April 2025

CONTEXT: "Continuing Mandamus” can fix Waste Management woes in India.

The Judicial Remedy: | °~StepWaste » Term L Meaning
L H H = WS Mandamus Constt. writ issued by a court to
Continuing Mandamus™ | oyerhaul command a public authority to
perform its legal duty.
Step 1: Fix Data Gaps Step 3: Rural Waste Infra Continuing A form of mandamus where the
Mandamus court monitors ongoing
e Tech-Driven Audits: e Material Recovery compliance through regular
Use Al/satellites to Facilities (MRFs) in hearings, reports, and directions
measure waste (e.g., villages — Segregate AR R SIS L)
Himalayan plastic w). recyclables. sceTIMES =
e Include Informal e Ban Open Burning: 1 ‘
Sector: Track waste SC=criminalize
pickers’ recycling violations

Step 2: Universalize EPR

Pollution by Tanneries in Vellore District

Brand-Owned Kiosks:
SC issues Guidelines; directs State and

polluters to compensate affected persons

Justice J.B. Pardiwala . Justice R. Mahadevan

° PIBOs (Producers, Importers, Brand Owners) must set
up waste collection kiosks in every panchayat/ward.

Penalty: Non-compliance — Fines per “polluter pays".

The Judicial Remedy: 5-Step Waste Legal Principle Meaning & Significance
Management upheld
L1} o o n
Continuing Mandamus” | o erhaul
Polluter Pays The polluter must compensate
Principle victims and also bear the cost
Step 4: Judicial Monitoring Step 5: Remediation Funds of restoring degraded ecology.
: Constitutional Environmental protection is a
¢ SC-appointed ¢ GovtAdvances Duty constitutional mandate
committees to audit Cleanup Costs — (Articles 21, 48A, 51A(g)).
states’ waste systems Recovers from Polluters
(like Swachh Bharat’s (vellore model). Custodianship  Fundamental Rights; must
failed targets). e Example: Make of Rights intervene when authorities fail.
e  PILs: wrt municipalities Amazon/Flipkart pay for
for inaction packaging waste. Government Where polluter is unidentified or
Pay Principle process delayed, State must
compensate and later recover
Challenge Solution via Continuing Mandamus from the violator.
Political Apathy Courts can override delays (e.g., SC's coal block
allocations cancellation).
Corporate Mandatory EPR compliance orders with
Resistance penalties.
Funding Gaps Polluter pays principle — Industries bear costs.
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CONTEXT: "Continuing Mandamus” can fix Waste Management woes in India.

Way Forward

Strict Fines for non-segregation ( Singpr $300)

Daily Waste Audits via GPS-tracked garbage trucks

e Decentralised Waste Processing
o  Tamil Nadu model: Micro-Composting
(5 tonnes/day wet waste/ ward)

o Bengaluru model: Dry Waste Centers

2 tonnes/day recycling hubs
e Formalise Informal Sector (gear/ child labour/ skill)
e Public Awareness Drives

e Private Sector Role (Indore model/ Blockchain)

Mains Practice Question:

(15 Marks, 250 words)

COLLECTION

ANAEROBIC DIGESTER

Global Lessons for India

© Sweden - 99% waste recycled (strict
laws + public participation).
@ Japan - Zero-waste towns

(Kamikatsu recycles 80% trash).
@ EU Model - Strict EPR laws
(brands recycle 50%+ plastic)

@ Rwanda - Ban on plastic bags +

monthly clean-up days.

‘India’s waste crisis is solvable — but needs political will, public participation, and
judicial oversight. Comment in context of the ‘continuing mandamus'.

SOLID WASTE MANAGEMENT

TRANSPORTATION RECOVERY

f,ﬁ

T PROCESSING

] DISPOSAL

INCINERATION SANITARY LANDFILL




The

Analyst

Handout
30th April 2025

Deeptech & Startups

agirAm & RAV/

SYLLABUS : GS 3: Awareness in the fields of IT, Computers, Robotics
Newspaper: The Hindu Page Number :12

Insufficient support for deep
tech start-ups in India: study

The study asked labs to supply data on 62 parameters such as their spend on R&D; around 25% of

50

the participating institutions reported spending between 75% and 100% of their budget on R&D

NEW DELHI

nly about one in
0 four public-funded
research and deve

lopment organisations in
India gives incubation sup
port to start-ups and only
one in six provides support
to ‘deep tech’ start-ups.
Only 15% collaborated with
industry overseas and only
half opened their facilities
to outside researchers and
students, say the findings
of a study commissioned
by the Office of the Princi
pal Scientific Adviser and
executed by the Confeder-
ation of Indian Industry
(CI) and the Centre for
Technology, Innovation,
and Economic Research.

The study, via a detailed
questionnaire, asked labs
to rate themselves and sup
ply data on 62 parameters
such as their spend on
R&D; the number of young
scientists, patents filed,
and technologies deve
loped; and participation of
women scientists and their
contribution to “national
missions™ such as the Deep
Ocean Mission and Nation
al Quantum Mission.

Labs of the “strategic
sector”, such as those be
longing to defence, space,

-l

Only half of the public-funded research organisations in India

opened their facilities to outside scholars. GETTY IMAGES/STOCKPHOTO

and atomic energy re
search - all of which con
stitute the lion’s share of
India's overall Research
and Development (R&D)
spend were excluded
from the study due to the
“sensitive nature of their
work™.

The labs studied were
those affiliated to the
Council of Scientific and
Industrial Research, the
Department of Science and
Technology, the Ministry
of Electronics and Infor
mation Technology, and so
on.

The Union government
expenditure on R&D was
around 55,685 crore in
2020-21, the figure cited in
the study and the latest
available says. Excluding

the expenditure of the stra-
tegic departments such as
the DRDO (defence), DAE
(atomic energy) and DoS
(space), the spending by
key scientific agencies and
other Central government
departments was 124,587
crore.

Around 25% of the parti
cipating institutions re
ported spending between
75% and 100% of their bud
geton R&D.

The organisations that
reported less than the me
dian share of spending on
R&D and S&T (Science and
Technology) in the overall
budget were largely from
ICAR  (Agricultural re
search), CSIR, ICMR (medi
cal research), Ministry of
AYUSH (Ayurveda and tra

ditional medicine) and DST
(Science and Technology).

Staff strength down

A large number of labs/in
stitutes  reported a de
crease in the number of
permanent staff in 202223
compared with the pre
vious vear and an in
creased reliance on con-
tractual staff.

The median share of
young researchers in
creased in 202223 to
around 58% from 54% in
the previous year.

“This is the second time
that we have had such an
analysis. What we intend is
that the data from such a
study be closely analysed
by institutions so that they
can identify areas of im
provement,” said Dr. Ajay
Sood, Principal Scientific
Adviser. “Overall, several
research institutes seem to
have oriented themselves
from being centres of
scientific inquiry to innova
tion centres. 1 see thatas a
positive development. Aca
demia and product innova
tion must go hand in
hand.”

As part of its recommen
dation, the report advo
cates that every lab should
be “mandated to review
their existing mandates™.

The study, via a detailed
questionnaire, asked labs
to rate themselves and sup-
ply data on 62 parameters
such as their spend on
R&D; the number of young
scientists, patents filed,
and technologies deve-
loped; and participation of
women scientists and their
contribution to “national
missions” such as the Deep
Ocean Mission and Nation-
al Quantum Mission.

Labs of the “strategic
sector”, such as those be-
longing to defence, space,

and atomic energy re-
search — all of which con-
stitute the lion’s share of
India’s overall Research
and Development (R&D)
spend — were excluded
from the study due to the
“sensitive nature of their
work”.

Biotech /

Photonics e
and Electronics

—
Language

Processing

Artificial Intelligence
& Machine Learning

T

AR/VR

Blockchain

Big Data

Nanotechnology

What Are Deep Tech Start-ups?

Vision and Speech

Companies built on disruptive, science-driven innovations

: u—
Algorithms
Quantum
Computing

—_—
Robotics
Advanced —

Material Science

Why are they Important?

of a study commissioned

e High-risk, high-impact ventures
e Technological leadership

& KeyFindings from the CII-CTIER

by the Office of the Princi-
pal Scientific Adviser and
executed by the Confeder-
ation of Indian Industry
(CII) and the Centre for

Study (2025)

Technology, Innovation,
and Economic Research.
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Parameter Finding
Startup Support @ Only 25% offered any startup incubation
@ Only 16% supported deep tech startups
Global Industry @ Just 15% had industry collaboration abroad
Ties
Facilities Access ! Only half opened labs to outside researchers or students

R&D Spend Share 25% spent 75-100% of their budget on R&D ! Others
(especially ICAR, ICMR, AYUSH) spent much less proportionally

Youth in Research ~ Young researcher share increased to 58% from 54% last
year (but down from 63-65% during 2017-20)

—1 Startup India & Atmani Bharat Country Deep Tech Support Model India’s Gap
USA (DARPA, Govt funds startups via India’s
||| National Deep Tech Start=up NSF) grants, defense tech DRDO/ISRO don't
Policy (drafted 2023) spin-offs. share IP.
i Israel ( Unit Military R&D fuels startups No such
Government [ National Research Foundation 8200, (e.g, Waze, Check Pointg). ecosystem in
Policies Weizmann india.
National Quantum Mission, Institute)
— Semiconductor Mission, India Al
Mission Germany Public-private labs CSIR lacks
(Fraunhofer commercialize research. industry
Institutes ) partnerships.

ncsm
| Top VC investors in
lN D IA s A deep-tech space in India
D E E PT E C H P I E Blume Ventures g;?g:,‘g;pnal Accel

GreyOrange; NLPBots Mihup;
No. of Startups ‘ Stellapps RohStac
ARTIFICIAL Technologies

INTELLIGENCE
YourNest

BIG DATA & / Kae Capital
ANALYTICS / \ Wysa by 4, | 1 " Uniphore;
INTERNET OF / Touchkin a A Emotix
THINGS i D \ P

Karnataka = i
BLOCKCHAIN Investments il 3 | Axilor

Near: MobStac startup cell Venture

— Aindra; iISPAGRO Planys;
Robotics Sequoia SecureAX
WEB3 Qualcomm Ventures Sl

Satguide,
Tonobo, Arkrobot Mapmylndia

Names in italics rep the investee

LIFE SCIENCES 25+ figures in circles represent number of portfolios
Source: Tracxn FETPrime

Source: NASSCOM-Zinnov Report T >



The

Il:no:lgs: Deeptech & Startups

30th April 2025

agirAm & RAV/

SYLLABUS : GS 3: Awareness in the fields of IT, Computers, Robotics
Newspaper: The Hindu Page Number :12

m Solutions to Boost Deep Tech Startups

Open Up Strategic DRDO, ISRO, BARC should spin off startups (
Labs Israel’s Unit 8200).

Declassify non-sensitive tech (e.g., drones, Al for
agriculture).

Increase Funding Double non-defense R&D budget (224,587 Crto

for Applied 250,000 Cr).
Research Create a 10,000 Cr "Deep Tech Fund" for startups.

Mandate Industry Force CSIR/ICMR labs to partner with startups (like

Collaboration Fraunhofer).
Tax breaks for MNCs funding Indian deep tech.

Fix Human Capital Hire more permanent scientists

Issues

Startup visas for foreign deep tech talent.
Align with Viksit Labs must prioritize:
Bharat Goals Semiconductors

Quantum computing
Al/robotics
Clean energy tech
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US puts India on ‘priority

property rights protection

RAVIDUTTAMISHRA
NEW DELHI, APRIL29

PLACING INDIA, China and six
other countries on its ‘priority
watch list’ for weak intellectual
property(IP) protection, the USon
Tuesday said that New Delhi re-
mains one of the world’s most
challenging major economies in
terms of the protection and en-
forcement of IP rights, according
to the United States Trade
Representative’s (USTR) Special
301 Report released on Tuesday.
The USTR report stated that
over the past year, India has re-
mained inconsistentinits progress
onIP protectionand enforcement,
even as it has worked to
strengthenits IPregime, including
by raising publicawareness about
the importance of IP. “There con-
tinues to be a lack of progress on
many long-standing IP concerns
raised in prior Special 301 Reports.
India remains one of the world's
most challenging majoreconom-
ies with respect to protection and
enforcementofIP," the report said.
Experts have flagged that for-
eign companies corneringalarge
share of patents in the Indian mar-
ket could increase the country’'s
technology dependency and im-
ports from the US. New Delhi’s
R&D spending remains lower
than that of leading economies,
which arealso the biggest sources

. . . .
Priority Watch List Watch List
watch list’ for weak intellectual
atch list’ for weak intellectual || . | 4iq o
|| @ China E2 Vietham
g gaining momentum, India's
LACK OF PROGRESS spending on research and devel-
J opment as a percentage of GDP
ONMANY CONCERNS has stagnated over the years. R&D [ R 3 P k t
M The USTR report stated: spending is now below the 0.83 ussia akistan
“There continues to be a percentof GDPrecorded in2008,
lack of progress on many éhe gigh_ﬁﬁ in the Il’)ilStr two
long-standing IP concerns ecades. 1he comparable higure - .
raised in prior Special 301 slipped to 0.65 per cent in 2022, I Mexico E Ty rkey
Reports. India remains one according to World Bank data —
of the world’s most muchlower thanthe global aver-
challenging major ageof 2.62 per cent. .
SO WIIEpeA | Weak trade secret = Chile ¥l Canada
protection an .
enforcement of IP” protecnqn ;
Companies also continue to
faceuncertainty due toinsufficient [ H —
While neighbouring Chinaspends  legal means to protect trade se- RN A rg e ntl na ——— E g y pt
243 per centof its GDPon R&D,  cretsinIndia, the USTR said, adding
the figure stands at493 percent  that“currently nocivilor criminal
for South Korea, 121 per cent for  laws in India specifically address S
Thailand, 2.21 per cent for the  the protection of trade secrets”. = |In dO nesia i1 Peru
European Union, and 3.46 per  “Criminal penalties are not ex-
cent for the United States. pressly available for trade secret
Piitaits 6 fores misappropriationinIndia,and civil
atents to foreignersup  remedies reportedly are difficult N\ ini
The continued US pushtolib-  toobtainand do not have adeter- = Venezuela ‘ Trl nldqd & TObOgo
eralise the Indian patent regime  rent-level effect,” the report said.
comes even as patent grants to “One particular issue high-
foreigners have surged pastthose  lighted by stakeholders is the re-
to domestic applicants. Patents  quirement for companies to dis-
granted to non-resident individ-  close theirsource code for telecom . . . -
ualsandentitiesstoodat 7446 per  equipment undergoing required @ l t C G t e g O r I Z e S C O u n t r I e S I n t O i
cent in 2022 — among the high-  certification and security testing
est shares in any major economy  atdesignated Indian facilities. The
globally. World Intellectual  United States encouragesIndiato
Property Organization (WIPO)  continue working toward provid- H H H
data show that the comparable  ingadequate and effective protec- ® Prlorlty WatCh LISt
figure forChinawasjust 12.87per  tion of trade secrets," itadded. °
cent. While foreign calls for FULLREPORTON o watCh Llst
stronger patent protection are www.indianexpress.com

of patent applications in India.

Significance of
the Report

Bilateral Trade

Tool

Trade

Negotiations

Leverage

Diplomatic
Sensitivity

IP Ecosystem

Implication

Used by U.S. to pressure trade
partners into reforming IP systems

Can justify tariffs, sanctions, or

Being listed can damage a country's

dispute settlement under WTO

investor reputation and trade
relationships

Credibility of a country’s innovation
protection system
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- Favours generic drug manufacturers over
innovators.

Other details of India’s IP Regime

firms reluctant to share data.

Weak trade secret
protection
Companies also continue to

Patents to foreigners up

The continued US push tolib-
eralise the Indian patent regime
comes even as patent grants to
foreigners have surged past those
to domestic applicants. Patents
granted to non-resident individ-
ualsand entities stood at 74.46 per
cent in 2022 — among the high-
est shares in any major economy
globally. World Intellectual
Property Organization (WIPO)
data show that the comparable
figure for China wasjust 12.87 per
cent. While foreign calls for
stronger patent protection are

gaining momentum, India’s
spending on research and devel-
opment as a percentage of GDP
has stagnated over the years. R&D
spending is now below the 0.83
per centof GDPrecorded in 2008,
the highest in the past two
decades. The comparable figure
slipped to 0.65 per cent in 2022,
according to World Bank data —
much lower than the global aver-
age of 2.62 per cent.

face uncertainty due toinsufficient
legal means to protect trade se-
cretsinIndia, the USTR said, adding
that “currently no civil or criminal
laws in India specifically address
the protection of trade secrets”.
“Criminal penalties are not ex-
pressly available for trade secret
misappropriationinIndia,and civil
remedies reportedly are difficult
toobtainand do not have a deter-
rent-level effect,” the report said.
“One particular issue high-
lighted by stakeholders is the re-
quirement for companies to dis-
close theirsource code for telecom
equipment undergoing required

certification and security testing
atdesignated Indian facilities. The
United States encourages India to
continue working toward provid-
ingadequate and effective protec-
tion of trade secrets,” it added.

“0“(’00" Wgiram & RAV]
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SYLLABUS : GS 3:Issues relating to intellectual property rights
Newspaper : The Indian Express Page Number : 14
. . ‘ ‘LACK OF PROGRESS
I sl
Key Issues with India’s IP Regime ON MANY CONCERNS’
i B The USTR report stated:
Category Specific Concerns Impact “There continuestobea
lack of progress on many
Patent - Long delays in patent approvals. Discourages innovation; U.S. lopg-st'andxzngll’co.ncems
Protection - Ambiguous interpretation of Section 3(d) pharma companies face raised in prl(.)rSpea.al 301
(blocks "evergreening"). revenue losses. Reports. lnd!a remains one
- Pharmaceutical test data. of the world'’s most
challenging major
- ; . economies with respectto
Trademark - Rampant counterfeiting Hurts brand integrity; legal protection and
Enforcement - Delays in trademark opposition cases. uncertainty for businesses. enforcement of IP”
Copyright & - Online piracy (movies, software, music). Losses for U.S. media/tech firms
Piracy - lllegal streaming platforms. (e.g. Disney, Microsoft).
Customs & - High tariffs on IP-intensive goods Increases costs for U.S.
Trade Barriers - Customs seizures. exporters; trade imbalances.
Enforcement - Poor coordination among agencies. Low conviction rates for IP theft;
Weaknesses - Lack of specialized IP courts/judges. slow dispute resolution.
Data Exclusivity - Inadequate protection for clinical trial data Risks for R&D investments; U.S.
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Navy’s 26 new Rafales

Why is the induction of the Rafale M important in the context of the Indian Navy? Why does India
need aircraft carriers, and advanced fighter jets for these great battleships?

EXPERT |

EXPLAINS 1/

Versatile, omnirole fighting machines

Rafale-Marine (Rafale-M), designed and produced by Dassault Aviation, is a French fighter aircraft modified
to operate out of an aircraft carrier. Rafale-M entered service with the French Navy in 2004.

OMNIROLE CAPABILITIES: The Rafale

strikes and nuclear deterrence —ina
single sortie if required.

MUKUL ASTHANA tancarryoutagamumfcombat
aviation missions —

INDIAAND France on as74 air close ail in-depth

billion (approximately Rs 63,000 crore) gov- strikes, anti-ship

ernment-to-government contract for 26
Rafale Marine (Rafale M) fighter aircraft for
the Indian Navy. Thirty-six Rafale aircraft
were earlier inducted into the Indian Air
Force from 2021 onward.

Why is the induction of the Rafale M im-
portant in the context of the Indian Navy?

First, what is meant by naval aviation?

Naval aviation is the use of military air
power by navies, involvingaircraft that oper-
ate from warships — such as aircraft carriers
and other aircraft — or helicopter-carrying
orland

urface
naval operations.
Itincludes specialised naval aircraft de-
signed to meet the unique demands of car-
rier decks, suchasshort
arrested landings,

asair-to-air combat, surface and submanne
rchand

rescue, and logistical support.

‘The key roles of naval aviation include:

FLEET AIR DEFENCE: providing air
cover for naval forces beyond the reach of
land-based aircraft;

STRATEGIC POWER PROJECTION: al-
lowing deployment of air power without
needing land bases;

ANTI-SURFACE attacking

ED UNDERCARRIAGE: All
Rafale variants share a common

inservice with the Indian Air Force.

MULTI-SENSOR DATA FUSION:
Rafales have the unique capability to
fuse and process data provided byl

ing to rely on airfields ashore. Aircraft carri-
ersas partof the Carrier’

| commonalltyallows for

airframe and

Al the

system, with the dif
naval and land versions limited
mainly to the undercarriage and d|e

~ arresting hook. This high ds

centre of hy
lies anew Modular Data Processing
Unit (MDPU). The system’s modularity

their servicelife,to meetevolving

Rafales already

tactics.

to expand its carrier fleet, with future plans
for additional i

modern:
antstrategicand

fluence in deterrence, command of (he sea,
and air supremacy.
Aircraft carriers arealso adaptable and sur-

vivable airfi

enemy ships with air-launched missiles;

SUPPORTING AMPHIBIOUS WAR-
FARE: aiding marine landings and opera-
tions inland; and

that are ready to control the
seas, conduct strikes, and manoeuvre across
and cyberspace.

Butwhy i i carriers?
India requires aircraft carriers for several
strategic, military, and geopolitical reasons.
RATEGIC DETERRENCE AND
POWER PROJECTION: Aircraft carriers en-
able India to assert influence and maintain
balance of power in the Indian

About 50 carriers, operated by the navies
of several countries, are currently activearound
11

- usingair-

craft to detect and clear enemy mines.
Naval aviation is crucial for maintaining

control of the seas, supportmg naval and

theworld. The Unit y
large nuclear powered carriers followed by
Brazil, China, France, India, Italy, Russia, Spain,
‘Thailand and the United Kingdom.

Ocean, aregion critical for trade, energy flow
and security for India and the world.
PROTECTION OF MARITIME INTER-
ESTS: More than 90% of India’s trade by vol-
ume moves by sea. Carriers help secure Sea
Lines of Communication (SLOCs), protect is-

computer technology.

Source: Dassault Aviation

not uncommon in the Indian Ocean Region.

How will the Rafale Ms help the Navy?
Overthe years, India has operated a wide
variety of carrier-based fighters — from Sea
Hawks, Alizes, Sea Harriers and, at present,
thevery capable fourth generation MiG29Ks.
‘The country is now developing the fifth
generation Twin Engine Deck: Based Flgh(er

Since the 1960s, India has operated four

| carriers — the INS Vikrant (1961-1997), INS
Viraat (1987-2017), INS Vikramaditya (since
2013), and the indigenously built INS Vikrant,
which was commissioned in 2022.

India operates two aircraft carriers

1. INS Vikramaditya
(Russian-origin, since 2013)
2. INS Vikrant
(Indigenous, commissioned in 2022)

INS Vishal - Planned 65,000-ton CATOBAR carrier
(likely nuclear-powered)

(TEDBF), thatis in
the middle of the next decade.

‘The 26 Rafale M jets, a four-and-a-half-
generation battle-proven combat aircraft,|
will augment the existing MiG29K fleet.

A great advantage that accrues with the
induction of the 26 Rafale Ms for the Indian

and projecti wer land territories, and deter potential threats. q
along distant shores. It mtludes fixed: ‘What i carrier BI.UIZ WATER NAVY CAPABILITY:  Thi i i interop-|
carrier borne d-based iati C the Indian Navy toop erabdntyandpmmammg,aswel]asformam-
Maritime Patrol Aircraft, Hehcop(ers and 1l ill celeby hores, reinforcing asa  tenance
Remotely Piloted Aircraft its72nd yonMay 11,2025, Indla s blue water force capable of extended opera-  their aircrew between the two services.
ships and ashore. carrier avi i tions and rapid responses to crises. ‘The induction of this very capable aircraft|

And what exactly is an aircraft carrier?

Anaircraft carrier is awarship that serves
as a seagoing airbase, equipped with a full-
length flight deck and hangar facilities for
supporting, arming, deploying, and recover-
ing shipborne aircraft.

Itallows a naval force to project seaborne
air power far from its homeland without hav-

ing of the INS Vikrant in 1961.

Since the 1960s, India has operated four
carriers — the INS Vikrant (1961-1997), INS
Viraat (1987-2017), INS Vikramaditya (since
2013),and the indigenously built INS Vikrant,
‘which was commissioned in 2022

INUOUS OPERATIONAL READI-

inthecomingyearsis ashotinthearmfor the|
Indi i

NESS:
least one s always operational on each coast,
evenas others are in maintenance or refit.
NON-MILITARY ROLES: Carriers also
play a vital role in Humanitarian & Disaster

ued and enhanced combat capabilities across|
the full spectrum of India’s military might.

Rear Admiral Mukul Asthana(Retd)

Tr i 64

India has operated all major types of alrcraft'
launch and recovery systems and continues

Relief(HADR project India’
soft power and the ability to respond to re-
gional emergencies and calamities, which are

isa ired from the|
Indian Navy in October 2020 as|
Assistant Chief of Naval Staff (Air)|

Naval aviation refers to aircraft operating from warships

(carriers, destroyers, etc.) to support naval missions.

Role

Fleet Air Defence

Power Projection

Anti-Surface

Warfare

Submarine
Hunting

Search & Rescue

Function

aircraft/missiles.

Attacks enemy ships using air-launched

Protects warships from enemy

Strikes targets deep inside enemy
territory without needing land bases.

missiles (like BrahMos-NG).

Detects and neutralizes enemy
submarines.

Saves pilots/sailors in distress.
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Comparison Rafale M
with Current

Jets

Range 3,700 km
Payload 9.5 tonnes

Survivability

Weapons

SPECTRA EW suite

Meteor, Scalp, Exocet

MiG-29K

2,000 km

5.5 tonnes

Limited EW

capabilities

R-77,Kh-35

¢ Rafale Mis a 4.5-gen jet, while MiG-29K is 4th-gen

4 TEDBF (Twin Engine Deck-Based Fighter) — Indigenous
5th-gen jet (to replace Rafale M by 2035)

How Rafale M Boosts India’s

Naval Power

(”/Replaces Aging MiG-29Ks - Which face
engine reliability issues.

[7loutclasses China’s J-15 (Carrier-Based
Jet) — Rafale M.

(“JInteroperability with IAF

(“dPrepares for TEDBF

The Rafale M: A Beast of a Fighter Jet

Besides nuclear capability, the Rafale-M
possesses specialised avionics, sensors
and communication equipment for
maritime operations and comes equipped
with a variety of weapons systems

MEAN MACHINE

1,912
. KMPH
: Maximum Speed

i Combat Radius

|[ELECTRONIC WARFARE

SPECTRA FRONT
Integrated SECTOR
electronic OPTRONICS
countermeasures, Infrared
including radar search and
jamming, missile track for

warning, infrared
decoy systems

passive target
detection

RBE2-AA

Active
Electronically
Scanned Array
(AESA) radar with
200 km detection
range for air
targets

— AIR-TO-AIR
MISSILES
» Meteor (Ramjet-
powered, >100 km)
» MICA (Medium-
range; infrared
& radar-guided

}%’

— AIR-TO-
SURFACE
MISSILES
» AM39 Exocet

(Anti-ship missile,
~70 km)

-

» SCALP (Long-
range cruise
missile, >560 km)

PRECISION-
GUIDED
MUNITIONS

|CARRIER COMPATIBILITY |

» Folding wings » Microwave

to optimise deck Landing
storage System (MLS)-
» Anti-corrosion precision

carrier landing

coating for maritime
assistance

environments

» Reinforced
airframe and
landing gear for
catapult-assisted
takeoff and
arrested recovery

RS

» Hammer
(Navigation system-
guided bombs with
rocket booster)

» Paveway (Laser-
guided bombs)

But why does India need aircraft carriers?
India requires aircraft carriers for several
strategic, military, and geopolitical reasons.
STRATEGIC DETERRENCE AND
POWER PROJECTION: Aircraft carriers en-
able India to assert influence and maintain
favourable balance of power in the Indian
Ocean,aregion critical for trade, energy flow
and security for India and the world.
PROTECTION OF MARITIME INTER-
ESTS: More than90% of India’s trade by vol-
ume moves by sea. Carriers help secure Sea
Lines of Communication (SLOCs), protect is-
land territories, and deter potential threats.
BLUE WATER NAVY CAPABILITY:
Carriers allow the Indian Navy to operate far
from home shores, reinforcing its status as a
blue water force capable of extended opera-
tions and rapid responses to crises.
CONTINUOUS OPERATIONAL READI-
NESS: Having multiple carriers ensures thatat
least one is always operational on each coast,
even as others are in maintenance or refit.
NON-MILITARY ROLES: Carriers also
play a vital role in Humanitarian & Disaster
Relief(HADR) operations that project India’s
soft power and the ability to respond to re-
gional emergencies and calamities, whichare
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JET FIGHTER GENERATIONS

ls Gen jet fighters (1940s-1950s)

used turbojets for propulsion
instead of earlier piston-driven aircraft
(Messerschmitt-Me262, Mystere-1V,
MiG-15 etc)

2 Gen fighters (1950s-1960s)

: ‘%» N8 integrated new technologies,
* swept or delta wings & guided missiles
e ¥4 for BVR (beyond visual range) combat

- (MiG-21, Sukhoi-7, F-104 Starfighter etc)

4t Gen fighters (1970s-1990s)
incorporated fly-by-wire
controls & multi-role capabilities
(Mirage-2000, MiG-29, Sukhoi-27,
Tornado, F-16 Fighting Falcon etc)

4 Gen fighters (1990s-onwards)
use more advanced avionics &
electronics, with some stealth. (Sukhoi-

2

Desert Falcon, F/A-18 Super Hornet etc)

3 Gen fighters (1960s-1970s)
I‘ inducted lmproved
ﬂ» radars, missiles & avionics

(Mirage-Ill, MiG-25, F-4 Phantom-l etc)

5th e s

role but also incorporate
advanced stealth technology,
composite materials,
supercruise (achieve
supersonic cruise speeds
without use of afterburners),
thrust-vectoring & multi-
sensor integrated avionics

“‘
<

Only fully-operational ~
- Sth-gen fighter at present is

- the American F/A-22 ‘Raptor’,
- developed for $28 billion,

- with each fighter costing

- $350-400 million extra.

. Two FGFA in pipeline are

- American F-35 ‘Lightning-1I'
30MKI, Gripen, Eurofighter Typhoon, F-16F
- Sukhoi T-50 or PAK-FA

Joint Strike Fighter & Russian

UPSC PYQ (P) 2024

Consider the following aircraft:

1. Rafael
2. MiG-29
3. Tejas MK-I

How many of the above are
considered fifth generation

fighter aircraft?
a) Only one

b) Only two

c) All three

d) None
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SYLLABUS : GS 3: Direct and indirect farm subsidies
Newspaper : Indian Express Page Number :10

Maharashtra Pradhan Mantri Fasal Bima Yojana
scraps 1 crop
insurance; goes 18th February 2016 by the Ministry of Agriculture Key Objectives of
back to Central Provide crop insurance to farmers against losses due to: | PMFBY

OV
Govt scheme e Natural calamities (droughts, floods, cyclones, Financial Protection
ACORDESHEANGE hailstorms). Income Stability
MUMBAI, APRIL 29 Promote Modern Farming
FACING ALLEGATIONS of irregu- * Festgtcdlisedses. Crop Diversification

larities, bogus claims and finan-
cial burden, the Maharashtra
government on Tuesday
scrapped the X1 crop insurance
scheme launched two years ago. Category Coverage Premium Contribution
It will now be replaced by the old

e Post-harvestlosses (hailstorms, landslides). Credit Access

;E:::]'::: PM Crop Insurance Loanee Farmers Compulsory 2% (Kharif), 1.56% (Rabi), 5% (Horticulture)
As per the new decision,

farmers will now pay premiums Non-Loanee Farmers Voluntary Same as above

worth 2 per cent for Kharif, 1.5

per cent for Rabi and 5 per cent sC/sT/Women Farmers Priority Coverage  Extra govt. subsidy

for cash crops of the sum assured.
The Re 1 crop insurance NE, J&K, Himachal Farmers Fully Subsidized 0% (Govt. pays full premium)

scheme was launched in 2023 by
the state government, under
which farmers were to pay only
Re 1 as premium while the rest
was borne by the government.
This led to an increase in the
number of applicants compared
to previous years and over 5.82
lakh bogus claims in 2024-25. =

Last year, the government Context Of the News Benefits of PMFBY
(both state and Centre share)

paidX7,539 crore as premium for : ¥
Kharif, and X1,684 crore for Rabi FACING ALLEGATIONS of irregu

The Re 1 crop insurance
scheme was launched in 2023 by

A. Affordable Premiums

larities, bogus claims and finan-
— cial burdegn the Maharashtra| | (¢ State government, under| | | g. wide Coverage
J which farmers were to pay only
government on__Tuesday|| p. 5 premium while the rest *  Pre-HarvestRisks

scrapped the X1 crop insurance
scheme launched two years ago.
It will now be replaced by the old

was borne by the government. o Post-HarvestRisks
This led to an increase in the e  Exclusions: War, nuclear

number of applicants compared damegerInenuend grop
destruction.

R giggnn:g: EM Crop Insurancel y, previous years and over 5.82
5oh:||dltl;:ns: s : lakh bogus claims in 2024-25. C. Fast & Transparent Claims
ust have lan
ownership/ lease . . Nationu! Crop Insurance Portal
documents. Success Stories ;(‘)r Itar.(lzlckmg. f -
obile apps for real-time
v No double # Maharashtra (2023 Drought): Over 12 lakh farmers 3 dctmageF:Sporting.
claims (Cannot received 22,500 crore in claims.
claim from other  Andhra Pradesh (Cyclone Michaung): 98% claims settled
schemes). within 45 days.
« Punjab (Pest Attack): Drone-based assessment
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UPSC PYQ (P) 2016

With reference to ‘Pradhan Mantri Fasal Bima
Yojana’, consider the following statements:

1. Under this scheme, farmers will have to pay a
uniform premium of two percent for any crop
they cultivate in any season of the year.

2. This scheme covers post-harvest losses arising
out of cyclones and unseasonal rains.

Which of the statements given above is/are correct?
(a) 1only

(b) 2 only

(c) Both1and 2

(d) Neither 1 nor 2
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ul Insights from NSO's first Forward-Looking Survey
& Finance Ministry’s March 2025 Economic Review

« What Is Capital Expenditure (Capex)? Financial Capex Intent Growth
Year (2 lakh crore)
Long-term investments by businesses in:
2021-22 ~3.5 (approx, not 4 Lower
e Physical assets: factories, plants, specified)
infrastructure, machinery 2022-23 Above FY26 level (~5+) O Higher
e Technology upgrades or capacity 2023-24 <4.89 &4 Lower
expansion 2024-25 6.56 O +55.5% YoY
2025-26 4.89 4 -25.5% YoY
2 oY TOROTIayS . : L. PRIVATE CORPORATE SECTOR CAPEX:
¢ 66% cumulative growth from FY22 to FY25 | |inaugural ‘Forward-Looking

¢ FY25 was a peak year
@ FY26 capex still above pre-2023 levels, but
significantly below FY25

Survey on Private Sector Capex
Investment Intentions' released by
the National Statistics Office (NSO)
underthe Ministry of Statisticsand
Programme Implementation
(MoSPI) on Tuesday showed.

3-YEAR TRENDS AND FUTURE OUTLOOK

Actual capexin2021-22

Actual capexin2022-23
Actualcapexin2023-24  [IEEZALEE]
Intended capexin 2024-25

Intended capexin 2025-26 4,88,865.5

(inRscrore) Source: MoSPI

@ Key Drivers Behind Capex Trends

Top 5

Positive Drivers
(FY24-25 boom)

Easing inflation

Robust public capex
crowd-in

PLI schemes in key
sectors

2 Tox & infrastructure
reforms

4 Corporate
deleveraging

2.
Reasons for FY25-26 dip
3.
4.
v High borrowing costs continue 5.

v Global uncertainty (wars, Fed rate)
v Weak domestic demand in some
sectors

v Base effect from large FY25 ¢
investments

v Wait-and-watch due to upcoming
elections

Sectors Driving FY25 Capex

Renewable Energy (Solar, Wind) — 1.2L Cr
Semiconductors & Electronics - Z1.0L Cr
(PLI-driven)

Steel & Cement - Z0.9L Cr (Infra boom)
Automobiles (EVs) - 20.7L Cr

Chemicals & Pharma - 0.6L Cr

Sectors Pulling Back in FY26

Real Estate (High loan rates — Fewer new
projects)

Consumer Durables (Weak rural demand)
Textiles (Export slowdown)
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Q1. Which of the following statements best Q4. Consider the following statements
describes the term Pegasus recently seen in regarding Pradhan Mantri Fasal Bima Yojana:
the news? . f fi iall
a) A military drone system developed by 1. It aims to protect farmers financially
DRDO. against crop loss due to natural
b) A spyware developed to monitor and disasters, pests, and diseases.

extract data from targeted mobile
devices secretly.

c) A weather-monitoring satellite launched farmer will be 5% for the Kharif food and
by ISRO. oilseed crops.

d) A global cybersecurity initiative under the
United Nations.

2. The maximum premium payable by the

3. For the farmers in North-Eastern States,
Jammu, Kashmir, and Himachal
Answer: b Pradesh, the government also pays the

. . entire premium.
Q2. Which of the following statements best

explains the objective of issuing a writ of Which of the statements given above isfare

Mandamus? correct?
a) Todirect the release of a person detained a) OnlyOne
unlawfully.
b)  To direct a person to vacate an office b)  Only Two
assumed wrongfully. c) AllThree

c) Todirect a public authority to do its duty. d) None

d) To prohibit a lower court from proceeding
on a case.

Answer: b

Answer: c
.. . Q5. Which of the following aircraft carriers
Q3.The “Priority Watch List”, released by the . . . .
United States Trade Representative, primarily is/are currently operational in the Indian
highlights: Navy?
a) Countries involved in violations of 1. INS Vikramaditya
international labour standards.

b)  Countries that do not provide adequate & INS Virgsl

protection or enforcement of Intellectual 3. INS Vikrant

Property Rights. Select the correct answer using the codes
c) Countries with high levels of trade below

imbalances with the United States. )
d) Nations involved in unfair trade subsidies a) land2only

and dumping practices. b) 1 Only

c) 2and3only
d) 1and3only

Answer: b

Answer: d

24
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