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Microsoft said that a preliminary cause for the disruption was a

worldwide

configuration change “in a portion of [its] Azure backend workloads”, which

resulted in connectivity failures that affected Microsoft 365 services
dependent on these connections.
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Passengers look at screens, some of them showing Blue Screen errors, at T3 Terminal of the Indira
Gandhi International Airport amid Microsoft outage, in New Delhi, Friday, July 19, 2024. (Image: PTI)

A major disruption in Microsoft Corp’s cloud services caused service disruptions to

a number of businesses around the world, including in India.

What caused the outage?

Microsoft said that a preliminary cause for the disruption was a configuration
change “in a portion of [its] Azure backend workloads”, which resulted in
connectivity failures that affected Microsoft 365 servires denendent an thece

connections. Azure is Microsoft’s cloud computin;

== Windows outage: how a faulty
software update hit businesses

At the heart of the issue was a software update is¢
worldwide

CrowdStrike for Windows systems, which ended 1 | .
system downtimes. The issue was specific to Falcon, one of the company’s main
software products, which is deeply embedded with the Windows operating system.
Major corporations across the world use software developed by CrowdStrike, which

is why all their systems faced the outage at the same time.
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In cybersecurity parlance, Falcon is described as “endpoint detection and
response” (EDR) software. It is a complex software, but its basic job is to monitor
activity on computers on which it is installed, and constantly scan them for any
potential threats such as malware. All major businesses around the world,

including several Fortune 500 companies, are understood to use the service.

To carry out its job, Falcon first gets access to deep details of a system. This
includes, among other things, the communications that computers are sending over

the internet, what programs they are running, and the files that are being opened.

In that sense, Falcon is a ‘privileged software’ given its deep rooted integration at
the operating system level. Since a number of businesses use systems which run on
Windows, Falcon is deeply embedded within those systems — this was the major

reason why a faulty code in the Falcon update primarily impacted Windows PCs.

Which sectors in India were the most impacted by the outage?

In India, the impact of the outage was most pronounced in the aviation sector.
Hundreds of flights were delayed, and several cancelled, as airline operators found

their systems inoperational, forcing them to switch to manual processes.
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Also Read | Global Microsoft outage impacts Indigo, Akasa, Spicejet, Air India
ops, airport services

https://indianexpress.com/article/explained/explained-sci-tech/windows-outage-how-a-faulty-software-update-hit-businesses-worldwide-9464430/ 3/9


Highlight

Highlight

Highlight

Highlight

Highlight

Highlight

Highlight

Highlight

Highlight

Highlight

Highlight

Highlight

Highlight

Highlight

Highlight


20/07/2024, 08:18 Windows outage: how a faulty software update hit businesses worldwide

Home ePaper MyExpress Cities India Explained Opinion Business Entertainment Sports Politics UPS

AvaAmA UL AL & asivis vy VY ARAC AL ALVAL A U MIALS VA AAL AALVA WAL A MA VY VAAL LAALAV L WAL W MAA WL ALLMIML W ALLA wu

and airports”. Akasa Air temporarily suspended online services, like booking and
check-in, and reverted to manual operations. Air India Express said the outage had
impacted its airport operations, as well those of multiple airlines and airports
globally. Spicejet said that it was facing “a technical issue in providing updates on

flight disruptions”.

The Ministry of Civil Aviation, in collaboration with the Airports Authority of India,
implemented manual backup systems to maintain operational continuity. Extra
staff was deployed to assist passengers, and address their concerns, the ministry

said.

The aviation sector saw major disruptions worldwide. Major US carriers like Delta,
United, and American Airlines had flights grounded by authorities. Airlines in

Europe and the Asia-Pacific also reported disruptions.

In India, at least ten banks and NBFCs faced minor disruptions, which have either
been resolved or are being resolved, the Reserve Bank of India said. It added that
overall, the financial sector in India remained insulated from the global outage
since critical systems of most banks were not in the cloud, and only a few banks are

using the CrowdStrike tool.

Also Read | What caused the global Microsoft outage?

Unlike the London Stock Exchange, the BSE was not impacted due to the Microsoft

issue. “Our operations are running normal,” a spokesperson for the stock exchange

said.

== Windows outage: how a faulty
A number of Windows PC-users were also greetec software update hit businesses
death’, where their systems simply did not start u worldwide

an error message. According to Microsoft, a Windows device displays blue screen
errors if the operating system has encountered a serious problem that has forced it

to shut down or restart unexpectedly.
How has the government responded to the outage?
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India’s nodal cyber agency, Indian Computer Emergency Response Team (Cert-In)
also issued an advisory regarding workarounds to the issue. Vaishnaw said that
Cert-In was coordinating with chief information security officers of critical
infrastructure entities. “All impacted entities are working to bring up their systems.
In many cases, systems are partially up,” Vaishnaw said. He clarified that the

National Informatics Centre’s (NIC’s) operations were not impacted.
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